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Abstract: The use of cyberspace by state and non-state actors has transformed international politics in the 

contemporary age, blurring the lines between peace and conflict. This article delves into the subject of Advanced 

Persistent Threats and how often state actors deploy these sophisticated cyber tools to achieve their political, 

military, and economic objectives. Specifically, we examine the relationship between regime type and the 

propensity to engage in APT activities through a comprehensive review of recent literature and statistical analysis. 

Even if our findings reveal that authoritarian regimes are significantly more likely to deploy state-affiliated APTs 

than democracies, the significant result is that APTs are used both by democratic and authoritarian regimes to 

achieve their goals. The study also explores the dynamics behind APT attacks by multiple state actors, with their 

differences in intensity and frequency of operations. For this research, the chosen countries are China, the U.S., 

Russia, Iran, and North Korea. Furthermore, the study shows the collaboration networks between APT groups, 

particularly those targeting a common adversary. These implications highlight the need to address the evolving 

threats posed by state-sponsored APTs and ensure that global cyber defences can keep pace with the sophistication 

and scale of these attacks. 

Keywords: Advanced Persistent Threats (APTs); Cyber Power; State-Sponsored Cyber Operations; Authoritarian 

Regimes and Cyber Attacks. 

INTRODUCTION 

The central premise of this study is that cyberspace, due to its significant socio-political 

implications, has to be recognised as one of the fundamental dimensions of power within 

international politics, a fact that is linked to the transformation of the state's role in the digital 

age and its impact on the global system (Choucri, 2012; Demchak, 2011). Indeed, in 

contemporary security policy, the proliferation of cyber technologies has wholly integrated 

with political, military, diplomatic, and economic resources. Through this convergence, states 

nowadays can further their interests by leveraging the full spectrum of their power. (Ben Israel 

and Tabansky, 2015; Dunn Cavelty, 2024).  

To understand the global effects of the cyber sphere, it is helpful to conduct a cost-

benefit analysis of the dimensions of warfare, where power is quintessentially displayed in 

international relations (Delgado et al, 2019). Starting with the sea domain, for example, 

building a warship requires a substantial budget, a privilege not all nations can afford; the same 
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situation applies to the space domain, where entry costs are even higher and demand complex 

organisational structures and high technological and economic capabilities. Similarly, the air 

domain features prohibitively high costs, as the costs of military aircraft and satellite systems 

can range from millions to billions of dollars. Conversely, the “cyber instrument” is 

characterised by significantly lower costs. For example, an internet connection can cost only a 

few dozen dollars per month, a high-performance computer a few thousand dollars, and 

sophisticated software can be developed by a single individual, a small team or even by AI 

(Payá et al, 2023) . 

Moreover, the development of frameworks for understanding and evaluating how this 

instrument is then translated to “cyber power” reflects how academia recognises it for its role 

in shaping power dynamics, such as with the conceptualisation of power as both domination 

and empowerment (Dunn Cavelty, 2018; Haugaard, 2012), drawing on models such as Nye's 

Three Faces of Power (Nye, 2010) and the Betz and Stevens Four Dimension Model (Betz et 

al., 2011). Furthermore, the Integrated Capability Model (Klimburg & Tirmaa-Klaar, 2011) 

conceptualises cyber power as the outcome of distributed forces, highlighting the complexity 

of its origins and manifestations. 

However, the pursuit of ranking “state power”, as Baldwin (2016) noted, often leads to 

measurement challenges particularly pronounced in the context of cyber power indexes. This 

results in the empirical analysis of cyber phenomena facing criticism due to the complexities 

of data quality and the lack of standardised measurement (Shandler & Canetti, 2024). Utilising 

well-structured and peer-reviewed datasets, coupled with quantitative and qualitative 

approaches, can enhance the validity of cyber research.  Indeed, as Shandler and Canetti 

suggest, a “tokenisation” of cyber operations, similar to the segmentation of globalisation 

studies, can facilitate the investigation of cyber-related phenomena through empirical 

observations and data. The result is an approach that acknowledges the multifaceted nature of 

cyber dynamics and promotes a more holistic understanding of multiple complexities. 

However, despite the aforementioned growing interdisciplinary interest in cyber operations, 

non-technical disciplines (such as social sciences-oriented studies) have paid limited attention 

to these aspects, and while technical fields have increasingly incorporated geopolitical 

considerations, social scientists have yet to fully explore the role of APTs as extensions of state 

power in the digital age. 

Our study will attempt to cover this gap by showing the relation between the “APT 

instrument” and regime type by first starting from the state-of-the-art of cyber research, 

showing that even though the existing literature acknowledges the political dimensions of cyber 

operations, it often lacks empirical validation through concrete data and tends to rely on 

hypothetical scenarios rather than fact-based research. Following this, the study will examine 

the cases of APT Groups as they are employed by democratic and authoritarian regimes, 

focusing on the war in Ukraine as a case study of a complex digital battlefield. Finally, we will 

include an explanation and literature review of our methodologies for quantitatively examining 

the relation between the democracy index and the number of APT Groups for each examined 

country before reporting and discussing our findings. 
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Through this structure, our research can make three key contributions. Firstly, a 

comprehensive review of the recent literature on APTs used for cyber operations for political 

objectives and our quantitative research shows that statistically authoritarian countries are more 

likely to deploy state-affiliated Advanced Persistent Threats than democratic countries. 

Secondly, we include an empirical analysis of the involvement of APTs from the United States, 

China, Iran, North Korea, and Russia, specifically focused on the effects produced by their 

attacks. We also include a case study of APT attacks on the United States to draw possible 

partnerships between APTs against the same target category, acting as a disruption multiplier. 

Thirdly, we also suggest that the use of data in cyber-related research should be encouraged, to 

create data-driven frameworks that can, in due time, continuously enhance the quality and the 

interpretation of the findings. Moreover, we recommend greater attention to APTs and other 

cyber capabilities, ensuring these critical aspects are more thoroughly explored in research. 

STATECRAFT IN CYBERSPACE: EVIDENCES FROM RUSSIA, CHINA, IRAN, 

NORTH KOREA AND U.S. 

The evolution of cyberspace into a part of the battlefield has changed the dynamics of 

international relations, with state and non-state actors using it to push their objectives; yet, 

while anonymity and deniability attract a range of actors, the strategies and motivations that 

are behind their activities in cyberspace vary considerably and can be used to identify them. To 

proceed in this research, five nations were selected from among several key players in 

cyberspace to be analysed, specifically Russia, China, Iran, North Korea, and the United States. 

The reason why these five nations were picked is because they are indicated by the literature 

(Voo, Hemani, Cassidy, 2023) as among the top detaining the most cyber power for the year 

2022, as well as having executed the most cyber-attacks since the year 2000, based on the 

European Repository of Cyber Incidents (EuRepoC, 2024) database, merged with the APT 

Groups and Operations (cyb3rops, 2024). From Russia's measured aggressions and China's 

quest for information dominance to the targeted economic espionage of Iran and North Korea, 

each of these states utilises cyberspace in a manner reflective of its broader national security 

goals. Notably, even democracies such as the United States can engage in offensive cyber 

operations, which blurs the line between offence and defence in the digital domain even more 

(Kellog, 2018).  

Proceeding to defining each actor, since the Russian cyberattacks on Estonia in 2007, 

cyberspace has emerged as a strategic arena where various state and non-state actors engage in 

confrontations. Even though their behaviours differ considerably, not only in their objectives 

and strategies but also in their methods and underlying motivations, they all exploit 

cyberspace’s advantages (Demchack, 2011; Martino, 2023). Beginning with Russia itself, 

Moscow has demonstrated its cyber capabilities through destructive cyberattacks, with 

operations such as NotPetya, with Lin (2022) and Levite (2023) arguing that Russia restrained 

its top-tier cyber assets to avoid escalation and retaliation from Western countries, possibly 

reserving them for future NATO confrontations. This is also motivated by cyber capabilities 

being often single-use, as the vulnerabilities they exploited are usually fixed in the aftermath. 

Following with China, its cyber strategy is rooted in its strive for information 

dominance across multiple domains (Jinghua, 2019). According to Dean Cheng, Chinese cyber 
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operations encompass extensive information-gathering activities, for which they integrate 

electronic warfare, network warfare, and psychological operations to collect data. The Cyber 

Units of the People's Liberation Army prioritise the seamless collection, management, and 

exploitation of information, to support offensive and defensive operations (Beltran & Liz, 

2019). A strategy that involves not only military targets, but also economic and political ones, 

and reflects China’s concept of comprehensive national power (Jinghua, 2019; Cheng, 2017). 

Moving on, both Iran and North Korea access cyberspace for intelligence-gathering 

operations, aimed at supporting policy decisions and engaging in industrial espionage and 

economic theft to boost their military and civilian sectors. At the same time, however, they 

each exhibit unique characteristics. Iran, notably, employs its cyber capabilities for punitive 

missions against perceived “traitors” (Couretas, 2024). Whereas North Korea’s cyber 

operations, driven by an ongoing need for economic resources, heavily rely on the activities of 

the Lazarus Group APT and its subgroups (Recorded Future, 2023). 

Finally, while most data on cyber-attacks focuses on non-democratic countries, we recognise 

that democracies also engage in offensive cyber activities, such as the United States. The U.S. 

are recognised as the leading “superpower” at a technological and cyber level (Gilli & Gilli 

2019), with the strategy of “persistent engagement” or “defend forward” serving as a 

cornerstone of the U.S. behaviour in cyberspace, through which they target both cybercriminals 

and adversarial APTs. For instance, in April 2021, the Department of Justice executed a court-

authorised operation to copy and remove malicious web shells from hundreds of vulnerable 

U.S. computers running on-premises versions of Microsoft Exchange Server software. This 

operation responded to attacks by HAFNIUM, a threat group believed to be affiliated with the 

Chinese government (Brumfield, 2022). Moreover, federal spending on cyber activities has 

significantly increased, with $2.6 billion allocated to contractors in 2017: a 65% rise from 2016 

(Mahnoy, 2021). These contractors are tasked with environment preparation and cyber tools 

development, both of which require penetration of adversarial computer networks. 

Environment preparation also involves infiltrating enemy cyberspace to assess capabilities, 

intentions, and potential threats (Mahnoy, 2021).   

As for the offence, the United States has demonstrated a cautious and measured 

approach in deploying offensive cyber operations, even against non-state actors such as the 

Islamic State (ISIS). In 2016, when the U.S. decided to use cyber-sabotage operations against 

ISIS, it did so only after considerable deliberation, and the operation was conducted with a 

clear structure, coordinated through an inter-agency task force, with Cyber Command taking a 

leading role (Mahnoy, 2021). A second example of this more “cautious” approach is that the 

U.S. typically deploys cyber-attacks at a later stage of a conflict, as opposed to the beginning. 

These facts can suggest a more substantial commitment to respecting the law while also 

focusing on minimising collateral damage; however, these late responses represent a limitation, 

as cyber-attacks in retaliation tend to be as efficient as they are rapid. 

This paragraph demonstrated that state behaviour in cyberspace varies widely, with 

different strategies representing national security priorities and methods. States such as Russia, 

China, Iran, and North Korea pursue aggressive—albeit anonymous—activities tailored to 

their unique goals, whether it be information dominance, economic theft, or punitive missions. 
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Meanwhile, democracies like the United States have embraced the potential of offensive cyber 

operations, showcasing how the lines between defence and offence can blur in this domain. 

APTS AS SOURCE OF STATE POWER PROJECTION? 

The strategic and organised nature of APTs involving or linked to state actors has been 

a focal point of cybersecurity research. The term “advanced persistent threat” is defined as: 

Characterised by greater sophistication and skill, rapid collaboration, and increasingly 

structured relationships to overwhelm complex network security mechanisms—oftentimes 

from the inside. Their motivation is becoming increasingly profit-focused, and their modus 

operandi includes persistence and stealth. It includes possible state-sponsored actors whose 

effects contribute to long-term influence and exploitation campaigns, as well as devastating 

effects to facilitate military action. Their signatures include the use of zero-day exploits, 

distributed agent networks, advanced social engineering techniques such as spear phishing, and 

long-term data mining and exfiltration. Their flexibility and robust kitbag of tools and 

techniques makes the advanced threats particularly difficult to defeat with today’s technology-

heavy network security focus. (Schmidt et al. 2008, 3) 

The literature around cyber operations, particularly on APTs, centres on the distinctions 

between conventional cyber-attacks and these more sophisticated and constant threats. In 

particular, one of the main differences is that APTs are often financed with substantial resources 

and advanced expertise provided by nation-state actors, which allows them to carry out 

prolonged and technologically advanced attacks (Challa, 2022). Interestingly, Olszewski 

(2018) suggests that APTs represent a novel form of military activity by states in cyberspace. 

As such, it can be inferred that with the militarisation of APTs, we have reached a significant 

evolution in the states' use of cyberspace, where these groups become extensions of the state 

power with an already documented reach. Specifically, Wilusz et al. (2022) report that multiple 

countries have already identified APTs within their border, showing how widespread these 

threats are. Moreover, their research shows how nation-states tend to use APTs to exploit 

software vulnerabilities to secure advantages in the military, political, or economic spheres; a 

fact that indicates that the deployment of APTs to pursue their national objectives is a critical 

issue within international security studies. The ethical and operational challenges posed by 

APTs are also a significant concern within the academic community. 

Moreover, Guerrero-Saade (2015) discusses how the association of APTs with nation-

state attacks raises questions about states’ willingness to engage in cyber espionage and 

destructive cyber activities, raising ethical dilemmas regarding state conduct in cyberspace and 

the implications this could have for international stability. For example, Huang (2022), in 

examining Chinese APT operations within the APEC region, suggests that the Beijing views 

APTs as a crucial tool of national power, that compels other states in the area to adopt 

countermeasures to mitigate their impact. 

Another aspect that is explored in the literature, is the how much governments are 

involved in the sponsorship of APTs and, as such, responsible for their proliferation. Indeed, 

Kose (2021) highlights that APTs are typically state-sponsored hacking groups, engaged in 

cyber espionage and other illicit activities, which goes to show the significant influence of state 
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actors in the cyber domain, further complicating international efforts to regulate cyber 

operations.  

As a result of this type of issue, Charney (2014) addresses the legal implications of such 

state-sponsored APTs, advocating for the establishment of international norms to govern state 

behaviour in cyberspace and arguing that the misuse of the “APT instrument” by states not 

only endangers the direct victims, but also poses a broader risk to global cybersecurity. Further 

expanding on the ethics of cyber operations, Guerrero-Saade (2018) states that many APT 

groups are either integrated into or closely aligned with state apparatuses, an integration that 

complicates efforts to attribute cyberattacks and holds states accountable for their actions in 

cyberspace. Buzatu (2022) also adds that the increasing destabilisation of peace and security 

in cyberspace can be primarily attributed to state-sponsored APT groups, which infiltrate and 

control both state and commercial computer systems. 

This goes to show that APTs are indeed instruments of power and are used by states in 

cyberspace to further their aim. As such, a growing threat and phenomenon such as this one 

should be met with enhanced research and cooperation, to address these challenges in an 

evolving cyberspace, where the line between peace and conflict continues to be further blurred. 

APTS, AUTHORITARIAN AND DEMOCRATIC ACTORS AND LESSONS LEARNED 

FROM THE WAR IN UKRAINE 

Advanced Persistent Threat Groups (or APTGs) from authoritarian countries such as 

Russia, China, Iran, and North Korea and democratic countries like the US, France, Israel, or 

the Five Eyes alliance all exhibit significant differences in their objectives, methodologies, and 

impacts. In this respect, Lemay et al. (2018) provide a systematic survey of publicly available 

reports on APT actors, indicating not only that state-sponsored APTs are a well-accepted 

phenomenon in cybersecurity, but providing also a substantial differentiation between APTs 

sponsored by authoritarian or democratic regimes (Luque et al, 2023). 

Indeed, according to the survey, as well as Katagiri (2024) and Hunter et al. (2022), 

authoritarian regimes often deploy state-sponsored APTs in order to perform espionage, 

sabotage, or exercise political influence, frequently targeting critical infrastructure, 

government entities, or key industries to gather intelligence, disrupt operations, and exert 

geopolitical power (Payá et al, 2015; 2023). For example, China's APTs have been involved in 

extensive intellectual property theft and economic espionage, while Russia's operations, such 

as those attributed to APT28 (Fancy Bear), have focused on political interference and 

destabilisation efforts. North Korea and Iran have been linked to financially motivated 

cyberattacks aimed at evading international sanctions or conducting their assertive foreign 

policies.  

Differently, according to the empirical evidence provided by Lemay et al. (2018), 

democratic nations primarily focus their APT efforts on defensive measures, cyber-threat 

intelligence sharing, and countering malign cyber activities (Rodríguez et al., 2023). While 

they also engage in cyber espionage, their operations are often more restrained by legal and 

ethical considerations, while also protecting democratic institutions. The Five Eyes Alliance 

would exemplify this cooperative approach, with member countries sharing intelligence to 
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enhance collective cybersecurity resilience. Despite the relevance of the content provided by 

Lemay et al., this kind of analysis fails to highlight a precise relationship between the use of 

APTs and international conflict, concluding that democracies are prone to utilising APTs solely 

for defensive purposes (Liz, 2024; 2023). In particular, the main issue in such classification 

lies in the non-linear relationships between cyber operations and the political systems at the 

international level. For instance, this perspective does not account for cases like the “Olympic 

Games operation” conducted by the United States and Israel against Iran via the Stuxnet worm, 

which, as Al-Rabiaah (2018) suggests, can be considered a precursor to an APT. Therefore, the 

Stuxnet case exemplifies the inherent complexity in attributing only a specific type of operation 

- offensive or defensive - to only one kind of regime. Thus, positions like those of Lemay et al. 

tend to oversimplify the problem, whereas the relationships between the use of APTs (or other 

state-sponsored cyber operations) and political regimes tend to be more complex. Indeed, 

further examples of APTGs sponsored by democratic regimes are the Animal Farm APT, 

attributed to French developers, the Regin platform linked to the Five Eyes intelligence 

alliance, and the Equation Group, associated with the United States. These APTGs are 

characterised by very refined capabilities, such as the possibility of deploying complex 

malware such as EvilBunny and Babar, modular espionage platforms, and firmware infection 

techniques. The use of such tools from Democratic states can potentially undermine the 

principles that these democracies claim to uphold, by blurring the line between offensive and 

defensive cyber operations. 

This issue's complexity is also evident in contexts such as the Russo-Ukrainian war: 

here, both sides engage in offensive cyber operations, with over one hundred different cyber 

actors being involved, according to the CyberPeace Institute (2023), including using APTs, in 

order to achieve their political and military objectives, regardless of the nature of the regime 

from which these operations are launched.  

For example, on the eve of the invasion, Russia launched a cyberattack on Viasat’s 

European satellite network, disrupting internet services for many Ukrainian customers and 

causing communication breakdowns in government and business sectors (Willett, 2022). The 

attack was executed using AcidRain, a wiper malware deployed by Sandworm, a group 

associated with the Russian Military Intelligence (GRU) (Vijayan, 2024), which was also 

responsible for another notable instance of an attack that was integrated between cyber and 

military forces, directed at Ukraine’s power grid, which caused a blackout preceding a missile 

attack in late 2022 (Maschmeyer, 2024). This represented an evolution in Russia's cyber-kinetic 

integration, which suggests improved capabilities from past experiences, which should prompt 

researchers to evaluate the effectiveness of these integrated attacks, as case studies like 

Bateman’s analysis of the Dnipro operations show limited operational benefits despite tactical 

successes (Healey, 2024).  

Offensive cyber operations can also erode trust in weapons systems or physical 

infrastructure. For example, in late 2022, a Russian-affiliated hacker claimed to have gained 

illicit access to Delta, a Ukrainian battle-management system, posting screenshots of sensitive 

military locations. Such operations, even if not detected, can cause a loss of trust, as subtle 
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malicious manipulation of command-and-control telemetry or disturbances in targeting latency 

could wreak havoc across an operational theatre.  

In addition to these cases, cyber capabilities were and are used mainly to collect 

information. As seen in the war in Ukraine, Russia did not use (intentionally or not) the same 

destructive magnitude attack as NotPetya, while using similar malware but without the aim to 

spill over to other targets (or even states) (Maschmeyer, 2024). Regarding this, it appears as 

such that scholars tend to agree that Russian cyber capabilities are primarily focused on 

gathering intelligence to destroy targets, rather than using cyber-attacks to achieve results on 

their own (Baetman, 2022; Beecroft, 2022; Levite, 2023; Lin, 2022).  

At the same time, Ukraine’s defence posture in 2022 was different from 2014 due to the 

active collaboration and assistance from NATO, the European Union and private companies 

such as Microsoft and Google, among many others, to actively build a cyber shield for Ukraine 

cyber infrastructure (Martino, 2023). Nevertheless, Russia has shown to hold advanced 

capabilities in cyber arsenal, as shown by attacks such as NotPetya. These efforts have required 

Ukraine to retaliate, notably through the IT Army of Ukraine, formed under the guidance of 

Mykhailo Fedorov, the Minister of Digital Transformation. The IT Army has engaged in 

offensive cyber operations against Russia, by leveraging a decentralised approach where the it 

coordinates attacks through Telegram channels with its agents, democratising participation in 

offensive actions. Their targets have included prominent Russian entities such as Lukoil, 

Gazprom, and various banks, that were especially subjected to distributed denial-of-service 

(DDoS) attacks. While Ukraine might not possess the same level of sophisticated cyber 

weaponry as some nation-states, their innovative methods for mobilising a “cyber army” have 

proven effective in disrupting Russian operations. Beyond the IT Army, groups affiliated with 

the Security Service of Ukraine (SBU), the country's primary intelligence agency, have also 

been implicated in targeted cyberattacks against Russian infrastructure and government 

websites.  

METHODOLOGY 

Given that the main limits of research conducted so far are represented by lack on the 

assessment of the “political side” of cyber operations, we have decided to focus our analysis 

on extracting the APTs involved in offensive cyberattacks, which, as stated by Katagiri (2024), 

represent a significant component of the cyber threat landscape due to their sophisticated nature 

and the often-prolonged duration of their operations. By searching for already known group 

presented in EuRepoC, merged with APT Groups and Operations Database it was possible to 

assess their activities and involvement in political oriented aims. This type of classification 

allows further analysis on APTs as proxies of states and to follow the patterns of their strategy 

on launching cyber operations. 

Given that the research hypotheses are oriented to validate or refuse the evidence that non-

democratic countries are more prone to use APT that democratic regimes, the Democracy Index 

2023 (The Economist Intelligence Unit, 2024), compiled by The Economist, will be used to 

evaluate the regime type of each state actor included in our analytical cluster. This will allow 

for a differentiation between the roles of democracies and autocracies in cyber operations and 
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the types of cyberattacks. To ensure consistency with our dataset, we created an innovative and 

ad hoc Cyber Weighted Democracy Index calculated using the following formula: 

Weighted Democracy Index =
∑ (𝐷𝑖 × 𝐶𝑖)
𝑛
𝑖=1

∑ 𝐶𝑖
𝑛
𝑖=1

 

Where: 

𝐷𝑖 = Democracy score for year 𝑖 

𝐶𝑖 = Number of cyberattacks in year 𝑖 

𝑛 = Total number of years with recorded cyberattacks 

The weighted index provides a more accurate reflection of the political context during 

periods of heightened cyber activity. 

Similarly, Doucouliagos and Uluba¸so˘glu (2008) used weighted average partial 

correlations in their meta-analysis of democracy and economic growth, ensuring that more 

reliable studies had a more significant influence on the overall conclusions.  While Iwin´ska et 

al. (2019) employed stratification by government effectiveness, income levels, and corruption 

to explore the nuanced relationship between democracy and environmental quality, effectively 

weighting their analysis to account for varying impacts of these factors. Even in our research 

topic, this kind of research strategy based on stratification method serves as a form of weighting 

by highlighting the importance of different contextual variables.  

By adopting a similar approach in our Cyber Weighted Democracy Index, we can 

provide a temporally sensitive analysis that reflects the dynamic nature of cyber threats and the 

political context in which they occuri. Given the cybersecurity landscape and the escalating 

international political tensions, exemplified by the Russo-Ukrainian war and the recent Middle 

East conflicts following the events of October 7th, it is imperative to have up-to-date analyses 

on the regime types of countriesi.  

While Polity V’s most recent data is from 2018, The Economist’s Democracy Index 

provides insights up to 2023, and offers a more relevant perspective to understand the political 

environment that influences cyber threatsii. 

This methodology is also justified by the fact that the use of APTs by state actors – 

particularly non-democratic ones – raises important questions about the relationship between 

regime types and the propensity to engage in advanced cyber operations, as well as the broader 

implications for international security and cyber governance (Babb, 2022; Hunter et al., 2022; 

Katagiri, 2024). This is because, as discussed previously, the long-term cyber capabilities 

constituted by APTs are among the most sophisticated cyber weapons that countries could 

employ to achieve a strategic objective in cyberspace, and are often associated with states due 

to the significant resources and strategic planning required for their deployment and 

maintenance. It is their “persistent” nature that allows for continuous intelligence-gathering 

operations, repeated intellectual property thefts, or even the manipulation of critical 

infrastructures, and that makes them very powerful tools in achieving national objectives (Sanz 

et al., 2024).  
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FINDINGS AND DISCUSSION: APTS & WEBS OF POWER 

As established by the qualitative research, the deployment of APTs by states has 

emerged as a pivotal aspect of modern cybersecurity and international relations. Whether 

authoritarian regimes are more likely than democratic states to deploy state-affiliated APTs is 

a question of how political systems, methods and objectives influence cyber strategies. The 

statistical analysis that we provide in this research indicates that there is compelling evidence 

to support this notion, and reveals the significant differences in how authoritarian and 

democratic regimes engage in cyber operations. 

 

Figure 1. Relationship between Regime Type, APTs and Country affiliation 

Chi-square tests reveal a disparity between authoritarian and democratic regimes in the 

use of state-affiliated APTs. Authoritarian states in particular have been linked to 705 instances 

of state-affiliated cyber threats, compared to just 170 in democratic countries. While the 

deployment of non-state threats remains relatively balanced (287 for authoritarian and 273 for 

democratic states), the p-value of 5.18e-35 highlights the profound association between regime 

type and the likelihood of using state-sponsored cyber operations. This data suggests that 

authoritarian regimes are not only more inclined but possibly even better equipped to deploy 

such sophisticated tools, unconstrained by the legal and ethical principles that often limit their 

democratic counterparts, as indicated by the literature. The disposition of authoritarian states 

to leverage cyber capabilities - and APTs - as an extension of state power could reflect their 

political methods and systems, where control, surveillance, and coercion are critical to 

maintaining stability and projecting their power in the world. Indeed, with insights from APT 

cyberattacks retrieved from EuRepoC are validated by the APT Groups and Operations 

Database, it can be that non-democratic countries have overall employed more unique APTs 

than the democratic ones. While the majority of nations, including democratic and non-

democratic states, have a relatively low number of APTs, there are a few examples that do stand 

out. Figure 1 shows that specific non-democratic countries, such as Russia and China, have a 

significantly higher number of APTs compared to other nations, suggesting that they may focus 

on developing and deploying additional and more powerful cyber capabilities, to conduct 

espionage or, potentially, as a means of asserting their geopolitical influence. 



Eksplorium  p-ISSN 0854-1418 

Volume 45 No. 1s, 2024:  27–50 e-ISSN 2503-426X 

37 

 

Moreover, the intensity and frequency of APT attacks also illustrate how much and to 

what degree different states utilise these instruments. Figure 2, which maps cyberattack 

intensity versus frequency, reveals that groups like North Korea’s Lazarus Group and Russia’s 

Sofacy have conducted numerous cyberattacks with varying intensity levels. Differently, APT 

groups from democratic countries, such as the United States’ Equation Group, tend to engage 

in fewer but more intense operations. This difference suggests that assertive foreign policies, 

such as those of authoritarian states like China and Russia, are connected with a higher number 

of cyber activities. In contrast, the opposite is true for democratic countries. The data also 

indicates a positive correlation between the sophistication of APTs and their success rates, a 

fact that goes to show states' significant investment of resources when they view cyber 

capabilities as integral to their national security apparatus, such as with APTGs (Martino, 

2024). 

Indeed, APTs are often considered the paragon of offensive cyber capabilities, reserved 

for the most impactful operations capable to deliver high-impact and frequently surprising 

blows to adversaries, a fact that makes them particularly valuable in the context of interstate 

conflict. As observed by DeVore and Lee (2017), the single-use nature of APTs - coupled with 

their capacity for significant, and sometimes lasting impact - means that states often hold these 

tools in reserve, to use during wartime or other types of crises. This approach is supported by 

the patterns observed in authoritarian states, where the deployment of APTs is mainly linked 

to periods of international tension or conflict. 

 

Figure 2. APT Cyberattacks: Intensity vs Frequency by Country 
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Furthermore, one of the most essential starting points for the future of research in APTs 

lies as such in understanding the possibility of collaboration between different APTGs, as well 

as between these and other entities in cyber space, particularly those with a common adversary. 

The preliminary analysis presented in this study examines the network of APTs targeting the 

United States over a 50-day period, highlighting instances where multiple groups attacked the 

same target category (e.g., military or government) within the same timeframe. The resulting 

network, as depicted in Figure 3, shows a central hub with the APT groups of APT1, Cozy 

Bear, PLA Unit 61398, and the Lazarus Group as a “collaboration group”. These APTGs are 

not only prolific attackers but also key players in the world of cyber threats, capable of exerting 

significant damage, and it is interesting how they appear to be targeting one objective in a 

specific period of time. 

 

Figure 3. APT Collaboration Network over fifty days (Attacks on the United States) 

Moreover, Figure 3 also shows the growing relationship between APTGs and 

cybercrime organisations, a phenomenon that makes the landscape of cyber threats even more 

complex, with groups such as BlackCat, offering Ransomware-as-a-Service on Russian-

language forums while also increasingly adopting APTGs' techniques. This “cross-pollination” 

between APT groups and cybercriminals improves each other's capabilities, leading to more 

effective and damaging operations. Indeed, research shows that APTs have consistently utilised 

tools from the dark web, such as Remote Access Trojans (RATs) and exploit kits, developed 

initially for criminal purposes but now integral to state-sponsored cyber espionage and data 

exfiltration efforts (Krebs, 2024). While the opposite is also true, as cyber criminals are 

adopting APT-like strategies, such as shifting their focus from individual end-users to 

organisational networks, and employing advanced methods such as spear phishing and deep 

network infiltration (Aharoni, 2021). This interdependence between state-sponsored and non-

sponsored group suggests the possibility of coordination and shared objectives which 

complicates the efforts to defend against these threats. 
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Finally, another layer of link between different groups is represented by political 

alliances, which often extend into cyberspace, with groups like the Syrian Electronic Army 

(SEA) allegedly operating under Iranian direction. The SEA’s connections to groups like 

Charming Kitten and Hezbollah also show how state-backed cyber operations can leverage 

non-state actors to extend their reach and influence (Sanger & Schmitt, 2015). 

The analysis of state-affiliated APTs highlights the need for a multidisciplinary 

approach to cybersecurity research, one that integrates political science with technical 

cybersecurity expertise. The number of patterns shown in this research, as well as the evolution 

of cyber threats, show that as the cyber instrument evolves so must our understanding of the 

motivations, strategies, and collaborations that drive these operations. As such, future research 

should make use of novel machine learning techniques to analyse the Tactics, Techniques, and 

Procedures employed by APTs, along with the digital infrastructure of their victims, with the 

objective of spotting patterns as well as connection between different nodes, such as the ones 

reported in this research between groups of cyber criminals and APTGs. Such studies would 

enhance our ability to predict and defend against cyber threats, and would ultimately contribute 

to more effective and proactive cybersecurity strategies (Martino, 2024). 

CONCLUSION 

Cyberspace, cyber-attacks and APTs have not fundamentally changed the balance of 

power in international politics. However, they have undoubtedly evolved the tools and methods 

at the statecraft’s disposal. As a result of the low entry barriers and the potential to project 

power covertly, the capabilities of states and non-state actors to project influence have been 

enhanced. States such as the United States, China, Russia, Iran, and North Korea have 

integrated cyber capabilities into their strategic arsenals, with cyber power providing these 

states with a new avenue to achieve their strategic objectives. 

What this study has shown, is that the methods employed between these actors differ 

substantially. While the Advanced Persistent Threat instrument is evidently used by all 

examined actors, authoritarian regimes are significantly more likely to deploy state-affiliated 

APTs compared to democratic countries. These findings have also shown their strategic use by 

authoritarian states to achieve long-term national objectives through continuous intelligence 

gathering, intellectual property theft, and critical infrastructure manipulation; the approach that 

is employed in this instances is a “resource-centric” approach, for which authoritarian 

countries, while capable of deploying highly calibrated and sophisticated attacks (such as with 

NotPetya or the VIASAT attacks), often prefer to retain them for future use, in instances where 

these can favour the ongoing struggle on the kinetic battlefield. These findings emphasise the 

political nature of cyber-attacks, which are more and more aligned with geopolitical interests 

and have become instruments of power in international politics. 

Finally, even even if the democracies are prone to utilising APTs solely for defensive 

purposes, this implies that APTs are in any case part of their political-military “portfolio” in 

cyberspace. Indeed, if we were to assume that only authoritarian regimes engage in offensive 

APTs and democratic regimes engaging in defensive APTs, we would be stunned when put in 

front of the Stuxnet case. This oversimplification in the problem of classification (or 
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attribution) of the relationships between the use of APTs (or other state-sponsored cyber 

operations) and political regimes shows a much more complex reality, such as is evident in 

contexts such as the Russo-Ukrainian war, where both sides engage in offensive and defensive 

cyber operations, including using APTs. 

Consequently, what this research has shown, is that proper quantitative and qualitative 

research on empirically assessing the “political side” of cyberspace can allow to avoid 

oversimplifying (or even naïve) assumptions, helping understand the multifaceted nature of 

cyber conflicts and the diverse motivations behind state-sponsored cyber activities. 
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Appendix A. Figure Details 

A.1. Figure 2: APT Collaboration Network over a 50-day period (Attacks on the United States) 

This figure visualises the collaboration network of Advanced Persistent Threat (APT) groups 

involved in cyberattacks on the United States. The network graph was constructed by analysing 

APT groups that conducted attacks in the same 50-day period and on the same category target. 

Edges represent the frequency of joint attacks. Node sizes reflect the number of attacks 

attributed to each APT group, and colours indicate the country attributed. 

Appendix B. Statistical Summary Tables 

B.1. Democratic and Non-Democratic Countries 

Table B1. Cyber Weighted Democracy Index by Country 

Initiator 

Country 

Num 

Attacks 

Weighted 

Score 

Weighted 

Democracy Index 

Regime Type Democracy 

Status 

Afghanistan 2 4.96  2.480000 Authoritarian 

(2-2.99) 

Non-

Democratic 

Albania 1 6.41  6.410000 Flawed 

Democracy (6-

6.99) 

Democratic 

Algeria 3 10.89  3.630000 Authoritarian 

(3-3.99) 

Non-

Democratic 

Argentina 1 6.84  6.840000 Flawed 

Democracy (6-

6.99) 

Democratic 

Armenia 10 40.09 

... 

4.009000 Hybrid Regime 

(4-4.99) 

Non-

Democratic 

United 

States 

58 468.05  8.069828 Full 

Democracy (8-

8.99) 

Democratic 

Uzbekistan 1 1.95  1.950000 Authoritarian 

(1-1.99) 

Non-

Democratic 

Venezuela 3 11.05  3.683333 Authoritarian 

(3-3.99) 

Non-

Democratic 

Vietnam 11 34.47  3.133636 Authoritarian 

(3-3.99) 

Non-

Democratic 

Yemen 4 8.96  2.240000 Authoritarian 

(2-2.99) 

Non-

Democratic 
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To compute a binary classification of “Democratic” and “Non-Democratic,” we use the 

threshold that separates “Flawed Democracies” from “Hybrid Regimes.” The appropriate 

threshold is a score of 6.00. This is because “Flawed Democracies” have scores of 6.00 and 

above, whereas “Hybrid Regimes” and lower categories have scores below 6.00. The full list 

of the Cyber Weighted Democracy Index is available at: https://doi.org/10.7910/DVN/0PIMZB 
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Notes 

 

i Data was pre-processed to handle missing values and normalised where necessary. Statistical analyses were 

performed using Python, ensuring accurate computation and interpretation of results. Results were interpreted 

based on conventional significance levels (e.g., p < 0.05). For regressions analysis, the significance of the slope 

and the pseudo-R-squared value were key indicators, while for correlation and comparative tests, p-values 

determined the significance of the findings. 
ii For research purposes, the same analysis conducted using The Economist’s Democracy Index was also 

performed with Polity V. While the majority of countries retained similar classifications as authoritarian, 

hybrid, or democratic regimes, a notable discrepancy was observed in the case of Russia, which Polity V 

identified as a hybrid regime. This discrepancy does not indicate a flaw in Polity V but highlights the limitations 

of its most recent data, which is from 2018 and thus does not account for the internal consequences of the war 

in Ukraine. Even when using a 10-year average, covering 94. 95% of cyberattacks, Polity V data presents 

challenges for current research in topics with a fast-changing dynamics, underscoring the need for more recent 

indices like The Economist’s Democracy Index.  
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